SUFFOLK

NEIGHBOURHOOD WATCH
ASSOCIATION
the e-newsletter for
Neighbourhood Watch supporters

SUMMER 2020
Welcome to the Summer edi�on of our newsle�er.
With an element of restric�on on our ac�vi�es, we have issued a “Summer” edi�on in
place of the usual monthly newsle�ers, covering the period June to August inclusive.
Throughout the pandemic so far, we have seen a substan�al rise in the number and
range of scams. So we have picked a few out for you, just as a reminder to take care,
think before you act, and help those especially vulnerable from these type of scams.
Another big focus for us has been pulling together all the documenta�on and
communica�ons rela�ng to our Annual General Mee�ng for 2020.
Just as a reminder for all our coordinators, whom are vo�ng as representa�ve for their
respec�ve schemes. Please take �me (a couple of minutes) to read the reports, add
comments, and cast your votes for the elec�on of officers.
Your par�cipa�on is so important to the success of the AGM. All votes must be
submi�ed by midnight on the 14th August 2020.
To make things so much easier this year, you can take part from the comfort of your
armchair by using our online AGM pla�orm here. Thank you to those that have
already voted on the system.
We hope you enjoy this newsle�er edi�on, and remember to keep sending your stories
through!

The Executive Committee

Safer Neighbourhood Teams
The latest (August 2020) edition of the “Constable’s
County” newsletter is out now, and provides an update
from across the East, South, and West of the county in a
single edition.
The newsletter is available from your Safer Neighbourhood
Team page of Suffolk Constabulary’s website, and is a
useful source of information to help keep NW schemes
informed of policing in each area. Find your SNT page and
select “Latest Newsletter”.
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Neighbourhood Watch Network News
Impact Survey
This is a survey open to all members of the public
Please feel free to share with with friends, neighbours, and
colleagues to ensure a good mix of responses.
Importantly, it will enable the organisa�on to look at how
Neighbourhood Watch impacts in our communi�es and
iden�fy the concerns surrounding crime, fear of crime and
the increase in neighbourliness and community spirit.
The survey link:
h�ps://www.surveymonkey.co.uk/r/NWimpact

‘Safety In Neighbours’: burglary
2020 campaign
Now that we’re all star�ng to ease out of
lockdown, we need to make sure that as
well as keeping ourselves safe, we’re
keeping our homes and neighbourhoods
safe.
More people out and about means burglary is expected to rise, which is why the
Neighbourhood Watch Network are launching a new campaign in partnership with the
Home Office, to warn Neighbourhood Watch members, and non-members alike, and
provide prac�cal tools to help prevent burglary. Read more here
The Neighbourhood Watch Network (NWN) s�ll provides a
report to the Home Office providing updates on crime and
local issues felt by Neighbourhood Watch groups across
England and Wales.
This informa�on is added to data from the police, and other
statutory and non-statutory organisa�ons to enable the
Government to get a balanced view of what is happening
both na�onally and locally from trusted sources.
All our coordinators can help by comple�ng the very quick survey (six ques�ons) on
behalf of their scheme, ideally once a month. The Suffolk Neighbourhood Watch
Associa�on collates and submits the results as the representa�ve view for Suffolk.
You can find the survey here.
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You can report any scam calls to Suffolk Trading Standards via
Ci�zens Advice Consumer Service on 0808 223 1133.
As we all come to terms with COVID19 we may be using the internet much more than
normal. This seems to have triggered an increase from fraudsters and the various
scams that we are seeing in our day to day lives.
Here follows a selec�on of some of the current scams doing the rounds. Although
these are only a few examples, it will enable you to help raise awareness with your
neighbours and your local community, in the hope that it can help prevent people
becoming vic�ms of scams.
The key alert for almost every scam is when you are asked to provide financial (bank)
details.
The advice is always the same:
NEVER provide any personal informa�on, log in details, banking details or credit/debit
card informa�on.
If you receive such a suspicious call, and you are unsure, then HANG UP!
ALWAYS report a scam
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At first glance, it may look like a PayPal
link, but on closer inspec�on, it clearly
directs to a different domain. The text
alerts you to an important unread
message, and that you have an issue that
you need to resolve with your PayPal
account. If you click the link as requested,
a fake PayPal webpage opens in your
smartphone's browser. The website then
asks you to log on to your account, giving
the scammers access to your username
and password.
If you have any doubts, always go directly to a company’s
website, not the link included in the text message.
If you receive what you think is a fake message, forward the
text message, including phone number or company name, to
7726. It won’t cost you anything and it means your phone
provider can inves�gate the sender.
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Even Neighbourhood Watch
members in Suffolk are being
targeted with a “reminder” email
for an event.
Do not be fooled!

Beware of telephone calls being made by
fraudsters pretending to be from Amazon.
We’ve had reports of calls being made from
individuals claiming your Amazon Prime
subscrip�on is due to expire, and will be
automa�cally taken from your account.
The recorded message asks you to press 1
to cancel or to speak to customer services.
The call then goes through to an individual
who “requires” your personal details.
Another scam call claims that your Amazon Prime account is being cancelled and that
bank details are required to refund this.

There are lots of reports across
social media of Test & Trace scams.
Please remember, genuine texts, calls
or emails from the NHS service won’t
ask you for any personal details
upfront.
You’ll be given a unique ID number to
log in to the NHS Test and Trace
website. The ONLY official web address
for the NHS Test and Trace service
is: https://contact-tracing.phe.gov.uk/

Test & Trace
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Facebook Users Beware!
This Facebook post is fake and so too is the page. It has nothing to do with Carphone
Warehouse, and needless to say, there is also no free TV on offer.

The page has been set up by scammers for ‘like-farming’, using your interac�on to
harvest personal data.
Before liking a page, especially a big business like Carphone Warehouse, check if it has
a blue �ck. This means the page has been verified by Facebook. You can also look at
the Page transparency to see when it was created. The real Carphone Warehouse page
was created in February 2009.
Don’t just look at the compe��on post. Look at the page history, and the other posts on
the page. Does it look genuine?
If you come across a fake page on Facebook, report it by going to the page and tap ***
from the top right and select “Give feedback or report this Page”. Select “Scams and Fake
Pages”.
Fake promo�ons or compe��ons on Facebook typically urge users to either engage with
a Facebook post (e.g. share and comment) to win a prize, or click a link to claim a prize.
Or possibly both.
The recommenda�on is to never interact with these types of Facebook posts.
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Credit Inves�ga�on Bureau
A Suffolk resident has received a call from an individual claiming to be from the Credit
Inves�ga�on Bureau, working in partnership with Ci�zens Advice and Central
Government. The caller explained that they were contac�ng people who were in debt,
and would be able to help them to get their debts wri�en off, due to Covid-19.
Fortunately the resident was suspicious of the call. They searched the internet for the
phone number that called them, and sought advice from Suffolk County Council's Adult
and Community Services (ACS), who was able to help confirm that it was a scam.
Informa�on about the bogus company can be found here on the Financial Conduct
Authority's website: h�ps://www.fca.org.uk/news/warnings/credit-inves�ga�ondepartment-bureau-services

Even Parish Council emails are
being targeted by scammers.
If you receive an email from a
colleague in the Parish Council,
reques�ng you to buy iTunes
vouchers, please delete it. Contact
that colleague by telephone and
advise them that their account may
have been compromised.
Fraudsters are a�emp�ng to hack email accounts to make contact with unsuspec�ng
colleagues, or are using email addresses that appear similar to that of one of the
Councillors. The scammer advises that they will reimburse them for the purchase of
the vouchers. They then request the security numbers on the vouchers once they are
purchased.
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Be wary of fraudsters selling fake or non-existent
tickets to events.
With pubs, restaurants, cinemas and museums
set to reopen with social distancing measures,
demand for �ckets and reserva�ons is likely to
be high. We're reminding people to take extra
care when buying �ckets online.
Spot the signs of �cket fraud:
◦ Only buy �ckets from the venue’s box
office, official promoter or agent, or a
well-known and reputable �cket site.
◦ Avoid paying for �ckets by bank transfer,
especially if buying from someone unknown. Credit card or payment services
such as PayPal offer greater protec�on against fraud.
◦ Be wary of unsolicited emails, texts or adverts offering unbelievably good deals
on �ckets. If it sounds too good to be true, it probably is.
◦ Is the vendor a member of STAR? If they are, the company has signed up to their
strict governing standards. STAR also offers an approved Alterna�ve Dispute
Resolu�on service to help customers with outstanding complaints. For more
informa�on: h�ps://www.star.org.uk

If you have received an email which you’re not quite sure about, forward it to the
Suspicious Email Repor�ng Service (SERS) - report@phishing.gov.uk
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Neighbourhood Watch Benefits

AFFILIATE MEMBER

Beautifully secured
by Patlock
Click here to order a Patlock at the Neighbourhood Watch
discounted rate of £42.50

RANGE OF

HOME SECURITY

AT YOUR FINGERTIPS
SHOP ERA ONLINE TODAYAT
responseelectronics.com
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